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SIM Swapping Fraud
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nauthorized
SIM chang-
es, some-

times called
SIM swapping or SIM
hijacking attacks, oc-
cur when a customer’s
phone number is
transferred to a differ-
ent SIM card or eSIM
profile under the con-
trol of a criminal. If the
SIM swap is success-
ful, the criminal may
intercept the custom-
er's phone calls and
text messages to re-
ceive one-time security
codes from social me-
dia, banks, credit card
companies, cryptocur-
rency exchanges, and
other financial institu-
tions, allowing them to
potentially  access
those accounts and
cause financial and
reputational harm to
the customer.

SIM Swap Scam—Causes

But, not all SIM chang-
es are bad! Authorized
SIM swaps may hap-
pen when you upgrade
your device, or when
you troubleshoot or
replace a lost or stolen
device.

Criminals typically use
SIM swaps as a way to
steal your phone num-
ber so they can access
your bank or other fi-
nancial accounts. They
often start by gathering
as much personal in-
formation about you as
they can from social

media, the Internet,
the dark web, previ-
ously compromised

accounts, and directly
through phishing. They
use this information to
pretend they are you,

in an effort to gain ac-
cess to your account
and transfer your mo-
bile number to a differ-
ent SIM card or eSIM
under their control.
Once they've "swapped"
your SIM, calls and
texts to your phone
number route to the
phone in the criminal’s
control. At that point,
the criminals can use
their phone to receive
one-time security
codes or calls that
banks and other com-
panies use to safe-
guard customer
counts. In some cases,
you might not know
this has even hap-
pened until your phone
no longer works.

ac-

Understanding the un-
derlying causes of SIM
swap scams is crucial
for identifying vulnera-
bilities and implement-
ing effective preventive
measures. Following are
the causes of SIM swap
S c a m
Social engineering:
Scammers use various
techniques to deceive

victims and mobile car-
rier employees into be-
lieving they are the legit-
imate owner of the
phone number. This can
involve phishing emails,
calls, or text messages
to collect personal infor-

. mation.

Data breaches: Large-
scale data breaches can
provide scammers with

the necessary infor-
mation to impersonate
victims This data can
include names, address-
es, social security num-
bers, and phone num-
bers.

Insider threats: In
some cases, scammers
may bribe or coerce em-
ployees within mobile

carrier companies to

facilitate the SIM Swap.

Weak security practic-
es: Mobile carriers
sometimes have insuffi-
cient security protocols
for verifying identity be-
fore transferring a num-
ber to a new SIM, mak-
ing it easier for scam-
mers to execute their
schemes.



https://www.verizon.com/about/account-security/sim-swapping#

How to protect yourself from SIM Swap Scams

Signs you might be a

victim of a SIM swap

scam

Sudden loss of ser-
vice: If your phone
suddenly loses ser-
vice and displays “ No
Service?” or
“Emergency Calls On-
ly”, it could be a sign
that your number has
been transferred to
another SIM.

can no longer make
calls or send texts, it
might indicate that
your SIM card has
been deactivated.

Unusual account ac-
tivity: You might re-
ceive notifications of
unusual login at-
tempts or password
changes from your
email, bank, or social
media accounts.

Receiving messages

. Inability to make calls
or send texts: If you

about SIM card
changes: If you re-

ceive notifications
from your mobile car-
rier about SIM card
changes that you did
not initiate, this is a
red flag.

Access denied to ac-
counts: If you are
suddenly unable to
access your bank ac-
counts, email, or so-
cial media accounts
despite entering the
correct passwords, it
could be a result of a
SIM Swap.

Protecting yourself from SIM
Swap scams involves strength-

ening account security, limit-
ing the sharing of personal in-
formation, and staying vigilant
for suspicious activities. We
can reduce the risk of falling
victim to this form of identity
theft by taking the following
proactive measures:

Enhance account secu-
rity: Use strong, unique
passwords for all online
accounts and change
them regularly. Avoid
using easily guessable
information such as
birthdays or common
words.

Enable two-factor au-
thentication (2FA): Use
2FA methods that do not
rely on SMS-based
codes. Consider wusing
the authenticator apps or
hardware tokens instead.

Be wary of phishing at-
tempts: Do not click on
links or download attach-
ments from unknown or
suspicious emails and
messages. Verify the
sender’s identity before
responding.

Monitor your accounts:
Regularly check your
bank, email, and social
media accounts for any
suspicious activity. Set
up alerts to notify you of
any unauthorized trans-
actions or changes.

Contact your mobile
carrier: Ask your mobile
carrier to add a PIN or
password to your ac-
count for an extra layer
of security. Some carriers
also offer the option to
disable remote SIM
swapping entirely.

Use identity protection

services: Consider using
identity theft protection
services that monitor
your personal information
and alert you to potential
threat.

Report suspicious activ-
ity: If you suspect you
are a victim of a SIM
swap scam, contact your
mobile carrier immediate-
ly to restore your service
and secure your ac-
counts. Additionally, re-
port the incident to your
bank and other relevant
institutions.
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